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(57) Abstract: A cracker monitoring system has a simplified system configuration for automatically detecting the attacks of a LAN 
(l) by crackers so that the LAN (l) can be protected from crackers with minimum restrictions of communication without the need 
for skilled personnel. A sensor (5) is provided at the entrance to the LAN (l) to detect every IP packet passing therethrough. The 
sensor (5) uses the IP packets to detect various attacks of the LAN (l) by crackers. The information on the attacks detected by the 
sensor (5) is provided for a director (6) that controls a firewall (2). The director (6) controls the firewall (2) according to the provide 
information to stop unwelcome IP packets from entering the LAN (l). 
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m$z$tmiz&z>%fm<Dmm7t i p x f i pthu^ 

I P A° y h cD fij IB * y h^-^^cDjiA^ fu IB & * & ft £D 

25 *^tt$nfc*x h^oig^glWtlffi^ti, ri? ^ (D ^ ft] (d i: 
T> y h "7 - ^ CD $ $ U 7 ;i/ ^ -f A T H S £ t ifi T # S . £ & , tu SB 
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# wl \z «fc £ ffl. a © $ij m & g # -r \z * v v u - 2 t n u t <d m x © s * & 

#-hX^><hHt3n3j!ulEf§l ©li<Z)ij(i^ 

7C I P7Fl/X^ft5 I P /\° >y h ffi IE T—y hy-^ClAt^O 

10 f&:fc>-^, hu IE jH ft 71c I P 7 H V X , 2 7 ytl— # — hX^t> 
(£>i£*(~<l£fflLT^£*X hco I PT Fl/^TS^OT, I P7 F 

^ ^ h ^ , & m m £ nx & e> m u# ma , h7-^i:Mitiif 

15 ±IS ii ffi 7G I P7h*l/7®*7 h "7 — 47 ^ 0) 5H3 £ fr 5 £ £ 

as. a*s, ^©ch^> h x^-v xDx^m^mm^izn t>nz>m 0 , 
^ 7 y t> — « > * y h 7 - z ^ © a fs & fx e> n t a* t # a < & s . 

20 Sfc, S y n - f 1 o o d £ t^frnsfflffl^ 2 0li(D?SjSl:^^T 
« > Jl©?lC**MifiO«fc'5^S y n ffl I P/^>; h ^ S ^ V> X til 2D L 1t 

mm <D J&m £ tfc*0 U T j&> e> m £ B# K , fti IE S y n ffl I P A° ^ y h <h |W| 
— <Z) 5e t£ I P7h'l/XStt5 I PA'^r^ h ffi M IE ^ y h 7 - ^ \z it A 
25 t5©$lJht5jQITfeS. 

T & fc> "5 , iffiSS y nffl I P A° y hO^^fe I PTFUX^Syn 
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-f 1 o o d©Ui©Mti$tlT^§*7b© I P7h*U^Tfe§© 
T? , CD * X h CD I PJFkX^S^I P7H1/Xtt§ I P A° ^ y h 

£ , Syn-f 1 o o d©SS* S y n/Ac kffl I P/^y M: 

¥#fc#HiEfg 2 CD Hit CD l£ LT^ £H7T5£B#fS1, mtfc& S y n / 

Ac kffl I P /\° ^ y h CD iHf 7t I P T H 1/ 7. tn — <D#l9t I P7FI/X 
I PA°^y h^tfjfB^ ^ h «7 — £ t^itAt-§cD^IS±-r^mS 

"I? <fe 0 

10 -tt£f)% , fijfE^Syn/Ackffll P/^y htt, Syn-f 1 o 

0 d CD i£ * £ ?t & 5 chLTV^^^^^-cD^JlT^fe^zfNX h^b?> 

*X h^^7 7*-#Jl:ffr§tl)A^7 hT^^o fi£-?T, MfE&Sy 
n / A c km I h © m im jt I P n>r y b CD M \t t£ I P7 Fl/X 

15 Syn-flood CD l£ * <7) *f ^ £ b CD I P7H1/ 

XT&£ 0 H T > f F7-^^©*X h© I P7 HUX^^ft 

1 P7 F 1/7 i LT, * y h >7 - 7 £ 311 ffi $ tl tz I P A <y h§i^7 

± IE CD «fc o \Zs Syn-f 1 o o dO®»H^^5 I P/^y h*t^ 
20 yh? — 7^jlAT^CD^E±T^^(hT> ^CDI^*CD*f^<h$nfc^ 
7F7 - 7 f*3 © ^ X MC > fTt ^ m m it , Synffl I P/^y h«0I 

hTtt, 5fe till ^tlttfcSynffl I P/^>; Ml^ltftSgg© 

•5 i p /\°^r y h & m fern mmztiT z\u<uz> z\ tx\ -tcovn^: 
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m m i*j iz iest vim \z m m t z t t # & . 

£ *^0JT«, Syn-f 1 o o d O^aCfKUT^ ffjISMS 

t& zmmmm. mu& s y n jg 1 p a^ y y tm — ommit iptf 
5 vts &m-rz> 1 p n*r v y-hmu^v w - 2 \zmx~? z><n*ust-? z> 

0f 5t Pf H , ilE^Sy n/Ac kffl I P A y hcD^g^cI P7F1/Xt 
|WI - <D m im 7C I P7Fl/X^tt§ I P A y h # tu 12 * y h7-^l: 

10 jiAT^co^lMih-r^MS^^tr. 

-r&=b^>, Syn- floods te> ^7^*-^Synffl I PA'^r 
^ b£MffT£^LT, 2HItcI P7HU7Sftofcf), MMte I P 
7HI/7$lt^Ibfc0t5utt>fe5. L^SK, -JtSfCte, MIS 
y nffl I P A^ry h (Dmimjt I P7FI/X, ^ 5 (i^tlC^fS L 

15 f;Syn/Ac kffll P/^7 bO^^I P7F1/XH ^ # - tf) 
fITl:*5*X I P7HU77?*5WHtt^K^. f oT> £ <£> 
=fc o I P7 Fl/X^ii7cl P7FkXtLTft5 I P A y Mi , 

&«5&*&*n $ tiT a ^p^^u#r^«^ y h v — & \zftLTmm-?z>, zn 

(CcfcD, 2 ? y ft - <DT&&\Z#-T 2> * y h U - 9 <D &m £ «fc 0 ft & § - 

20 

d (D 41 -& $ £ £ , BufS^Synffl I P/^>> b £ 1^ — O If tc I P7 
FkX> 5 Wi , i!2#Syn/AckfflIP/^y hOSftl P7 
Kl/Xtl^- CDiUfgjnl P7Fl^XStT5 I P A tr y b ifi t5 IB v V 

v-z \zmx^%(D*m±^&MmtfTfemmte, mtzs y n ^ i p a 

25 yhil^- ©Sft I iIH#Syn/Ac kffl I 

P A y h commit I P7Fl/XiPl-©%^I P7FUXStt5 I 
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P/t^ry h^lfffB^^ h V — 9 Kit AT Z> ©£ffiib"r & M IB 0f fW «*: 
t" & fc> "5 , Syn - f 1 o o d (DJ&mitiM<D7fr7> b ^ (DMim & MWtT 

« SI T d & «J '14 <D M ^ * X bfr*>*y b V - £ ^ © a fg ^lit § 

5 tt«S« Loo, Syn'-f 1 oodl: £ * y h 9 - 9 <DUM h 
S , Te a rd r o p t l^nsiEi 3 OigO$»SftftLft 

15 i3©iji0^£^abT^^tNfr4. MfE^fj^n/t i p/^^ 
^ h a* m is * ^ h v - $ \z m x -r s © * is ± r § #a m t * * . 

T^t)^, WIB^W^n^: I P/\°y ^ h \Z%Z>fa9t IP7F 
Te a r d r o p©KI©^l^tm^^X h <£> I PT HUX?* 
20 So £ T , P7Fl/7^^a^I PTHl'XttSI P 

A°^ryh£:, TkmOAtilto 2 nt^ £> Bf^NfKI, * y h "7 — £ fc*f LTjg 
HfT^c ^lltliD, Teardrop0$|ro»tt$nf;?-yh7 

-^rt«^x hi;« > p/T^st m te > i p/^^ h^© i pa° 

y v btfmmztiT z\t£< fez> 0 z.(Dm%. ti^i^nfc^xhT 
25 te, ftic3H«$nT#fc#$sg&#<7) i p n*r v b %n o © i p 
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p v h \zmt zmmmm* a»w^4 , ±-r & = ^^t, _hf2©<k-5 
\z i p at- 2; h tfttfemm. mm-ztiTZLfrKuzzLii'v* tom^m 

$ 5> , * f£ T > Te a r d r o p O^ai^DT, MfB^M^ 

£ ffi 5£ P# > WfE^fiJ^n^ I h tcil^iUjf te I P 7 F 1/ 7 

£ — ©iHMjc IP7F l/7£WT§ I P A°T* y h#tffi§e*y h >7 - £ 

10 n Tc I P A 7" y b iZ # £ m ts 7L I P7 Fl/Xtt, ^77*~Of ITC 
&£*7h©IP7Fl/7T&3^ig'l4# ? iiJV>o fi£ o T , £ © «fc 5 & I 
P 7 F 1/7 £atfa7C I P T F 1/ 7 t I P A£*y h te, 

ia^nT^b^StfpKU-y h "7-7 H*tLTllt5. dftfCk 0 , 

15 § o 

n ©ij-ar £ e> tc, tuiE^fij^ n/t i p at- y h \z&z>mm7t i pt f 

1/ 7 £ N — © ^ « te I P7HUXSWT5 I P /I 7 y h # ffj IS * y h7 
-7 tcitA-r*©*ffiih-rsMBSmSNpWtt^ MIB^fiJ^n^c I P AT" 
y hfc: & 5 3fc 35 I P7Kl/XtI^-©*ftI P7H1/X$tt5 I P /I 

20 7 y b&m&*y b v - ? z <d & m±-r 2>mumfemr$£ k> h 

f & fc> % , S y n - f 1 o o dOi^ilSli, Teardrop© 17 

mttM.(D*x b^nmm&mm-? zmm (±m(D'&mm(DmMmffl) te, 

& * 7 F # © l£ * (3 *# L T IE S { I ft Hi L t# § @ S © B# K T + ft T & £ . 
25 unt^UT, 7 5 y ?J -(D^mTlZfcZ Rjfg'l4©^*7 Ffr y 

b 7 — ? ^(Dmm%mm?z>mm (±mommim(Dm^mm) te, *y 
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^<=>n&o lot, ±iB(DHu##j©m^B#r B i^, ttw^j^^f^ntKi o 

5 Sfcttiftoo, Te a r d r o pl:j5ft5^7 h7-^0ffi8fe + 

io v h tm — <Dmm7t i P7Fi/7Rr/^^i pynux^tts i 

P A° y h j&* b& HH * y b 7 - £ lc it A T £ CD S PI it T S #L S T * § . 
T "5 > Landil^SStlt lijc I P7 H UXt^Jt I P 

I P /I f v h^ll] — © ills tu I P7b'kXS^^I P7HU7Stt 

L Tig Biff 5. inCiO, L a n d tt^t*^b?-y h7-^^§ 

£ , * v h7-^^©^7 b © ^ - If © A° 7 9 - F £ ^ t# T £ M IB 

20 HfffBl^*^^l#S^tufSm 5 co@^©i^^^^^a lt^ sprang, 

Mfg 5 © a^s m m & m ib i p/^ry b t m - © m m it i p t f u 

X&tf3fc$fe I P7 F 1/7, I PA^7 h ifiwHE* v V «7 - 7 (C it 

-r & fc> , i5©as©«*i:«s i p a° ^ ^ h © ^ % i P7Hi/7 



25 « , J£**f^££tlTc*Xb© I P7FI/7.TS5. £ , Ml PAT 
V hnmimTt I P7FI/XH ^7^-0flTI^5*7 b(D I P 
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tot, n 5 <d TttM \z&t & i p a° y f t m — 

(I £ D , £ =j y ft — \t , I4rc/U7-H§tt5 I P/t^r*; hS**/ 

^fc, -t ^ ^ u ^ * - )v & m m l tc m isb 6 co mm <d x&m *$i%a -r 

10 IBH 6 CO«McOl£*£^ft] IT^ ^ P/r ^ B# . §£ff§ 6 (Dmn(D1kn\Z% 

z> mn i p rt*ry b t m — co m m ft iptf vt.~elxs^% i p t f 

i p/t^^ f^mie^^ f 7-^7 icji a -f ^ co £ la it t?. mm 

-?tefr-t>. m e> (Dmm(DTkmizmz> i p n*r v hco^a^i pthi/x 

15 <h £ tlfc* X hOI P7Hl/XT*?)c £fc, I I P/1^ 

y hcOjlifjcI P7H1/XH ^77*-©f ITt^^^X I P 

CO 31 ft tc I P 7 F U X R t*3£ ft I P7Hl/X^ft5 I P A° ^ y F £ , 

Tkm&m%iztiTfribffifemm. *y hu-^iznLxmm-t^o zn 

- £ i£ * "T § I P n*ry h^?7 F^-^co^f^co^X F 31 ft L T 
Si#$*X F KJP- F n t > F £HfT£ 1± & d <h </iD, M 

§±l-&tC, IP (Internet Protocol) S ^" < 31 fa £ ff 5 * V F "7 — 
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i«l:S^L, Lfrm$k<D I P /\°^r v b SR^ y h7-^fI^T?. 

^ 7 y # — ^ £ ©&!&;ffi»©:&*K:2*jft LT$ e> j&> Cfe^^feT^zf U 
XAfcJ; D S£ H T £ £ <h (c «k o X it IB it i(MJt co § ^^p f Z> & g& 

7C I «5e 5fe I P7HUXStt5 I PA^ry b®i 

tfc*y b V - 7 ^ CO it A & > il(*^tft]bT^6FjfS^riPlit5M 
aSrfT ?mW^&t ZiM^&o til, dtf>ig^ S^S¥IS:*«ff -5fflf 

aa^y h <7-^^cojtA£, m&.m*&L%a t>ttfemmm.±'r &m 

15 ftifS4#^C0}§f=7Cl P7F^7Slf/Xtt^5tI P7FI/XSttS I 
P A° y h co M IB * y h V - 7 ^ co 31 A £ IS it 1" 5 B# ffl £ # ¥ co « g m 

± m m l 7c «fc 3 6- a CO & £ K # § I P Ktry b CO * y b v - ^ 

co it a £ > &m<D izifccx smwiz ft o*mw~?\z, m IB * >y h 7 

»^©AD PC, B£ * y hy-^ScjiA^ISitTS I p ;\° y b £ M $R 
&3\znfe oSmtertf v b 7 4 )V9 SaftttTfc^ M f 3 #1 S ^ f£ , SufB 

25 mm&i&rtt- y b 7 )i ? & mw-t Z> Z £ iz £ V ft 5 o 
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Ht" § £ <h ^"SJfg £ t£ Z> „ ^T-r-V 1 ^^ — J^DUP/^7h 

©Ette • iiiRc7)^tg«^§^\ — ^ fc/N°^T >y Y7 ^ )V7 tvx 

HI 1 , ;£fgBJ<Z)^^>y# — ^lyXrA©- ^ fi © > ^ 7" A #1 

10 

£ ^J£T £ © § & <Z) JF^ 

*5tm(D-mMBm&m i it^bjt^o s i \t*mmBm<D 

is 7s J- AifllT & z> o 

B 1 K & V* T , h7-^tH0LANt^^) o u©L AN 

15 1 #iJ X. teW — It T> y h (Ethernet) ^fflV^TtSH^n/tfe(DT$) 

-yj^A^I^LTSI^tiii^. ^^xhf^te, n £ -r - li- 

h ■ ^r-^;i/t3tg^-r -It* 'yh'*-Ft, TCP/IP© 

h-)i7, tcp / i p ± -x $t t£ -r £ a 7 :/ u 

20 ^r— ya >V7 h^x7 (#»J*.tet> telnet, ftp, smtp ^1) #^^2tl, 

i p tcs^< iHf£"pnt££ ix^5. 

& 43 , LANlli, <i - it * >y h ± X? fit H $ n & (D \z PS b T\ h - 

/7 > u > if m , ixii^nfefccDx^oxfect^o 

*HlIl©yXf AX«, LAN 1 (DAD PI;, A ^ y V 7 A )V 7 
25 LhX(D7 T ^ ^-)V(Dmm^-ht^^t^uy\i a. - 7 2 (J^T, Z 
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5 o flT, LANl(l7 7'ft , )t-^2^^LTO^-^7b3 
KSSHftSnTViS. 77<1")t-^2ll J: 3 ^li0 I P A^ 

v h©L an i ^<DmA&$£±-t %>fr&Mfe-T §T-^^tta$n§ 

5 7 7-ft7t-^2(t :C7^^i£77^K' 1 LAN 1 ^©1 
A^^Jh $ nfeaP.cD I P A y b #M >^-*-;F3 fiflfr <=> $ n 
T it 7c <h it (3 , I P A f v MSILTL AN l^OitASRaihT 

3; 7c. 7^^^f77^R, L A N 1 ^ (D M A fi*m ih £ ft T lA 

i h^ii^nxt&if fnsLAN i t-fe^-r 

10 § o 

77^t7t-^2 t -f > * - * y 1- 3 t © W »C , A7*4^g$ 

ft, :©/\7*4 fc?fc*tfcfci^g*(D«flB£ t>fe"&fcir >tt 5 M$nx 

£7c> H CD-fe >1t 5 ictt, tBB7 7'ft'>*-^2*i|ilWt5ffl 

•5) o 

M IS -t > It 5 ttWAtt'UN I X T ~> > \Z «k D til $ ft , -f - it * y h 

tt, t cpdumpa^tl§y7h7i7^i8StlT^5. :©t 
20 cpdump^ctoT, A7"4li^iT© I P/t^-; h^-^T-; 
h*-H7$^LTlRllt5 (t7<J>^t5) :t^tft5. £ © «fc 
"5 & S!j fMi , 7*P5X ■ X • H (promise cast mode) «h V* 

t>n5uii^^U, fit, -fe>1t 5 S#Lfc#I P/^ybS* 

25 5«k5l;bTti5o A— X # tc3HftfiiJ# L- I P nT v V 
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fry h £ ffilk b , §t & K: m# $ Safe I h * A - H 7* A X ^7 IB 

£ , -fe > it 5 U , I P 7 F 1/ X ^ i f , ARP ( Adress 
Resolution Protocol) ^ , R A R P ( Reverse Adress Resolution 

5 Protocol) 0/^7 hi, js g & oe y h ^itm $ nttt *> , 

0 , "t > U" 5 « I P A >x V V <D & m (KOjA^) O S ff "5 d £ 77 ^ § 
*> © £ $ tlT V> S„ 

£ -fe > -tf" 5 tf i± 3 J; 5 \Z b T fe J; o 

HU IB U 7 ^ 6 \Zfe* Wi IB -7 t < -V ^7 * - ;P 2 SIHjt|t5V7 h ^7 
15 x 7 (KT, 7^^ai37J^'JXAit^) ^ig$ntl^. n 

tu IB y t -y ^ * - ;i/ 2 ^MiafrsfeoT?**. 

20 HUfB-fe >1t 5 tt, mtf^tl-S I P y h ^ BU Si CD $P < A- Hf'f X 

f & t> -fe , -fe > it 5 \z , a - F 5* -r x ^ ^ /9r j£ © ut Bfl PS # © 1£ $c © 

1 P/N°^r y h £, If 7C IP7F l/X&O^^c IP7F CDMSU \Zft 

25 B# ffl ffl M ft (D m <D I T> y V (D o % , |WI — CD it ft 7C I P T H V X & 
m-fZ>>b<D%Z>£&£&>lZ-tZ>£$i\Z, m — (D3foJv I P7h'l/X$tt 
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fc©S^iStfti:l/T, jt^i) \zM<0&$s ( T co , ^ co 

•5 \z X> £ £ £ tb \z £ n I P rttry h co jfl S I P A° y h S¥ t ^ -5 ) . 
fit, JICO^^EU tdfljl D 3& Ay^flftfgtC^ I P A°^r y hiZttVT* 

-5 & mtk m co ffl. a & f? o ± t > p/^^h^^tu^^^ 

5 ±1" 5. 

h « > MECDIf^^Jl/^^AT^^&U {ClxDi^/u/c I P A ^ «y h CO -5 

I P A^y h CO^t#P#^iJ^ ^»Rfr^B#rfl^Mjl bfcBt^mm^ 

nrc cot & 

£D T ;i/ =f U X A £ t«£ o T "A CO ck -5 \Z ft t) tl & . 

t>it5tt. tf. iufBfl l ~f§ 6 co«|Rcoi£*co 5 % , ff§ 
l coa^coiJc^, t^fc^^-hx + t >*^at5^I*fr5. vlCO 
lITIi, ir > It 5 . ;* t U tc hu Mi co £ -5 C Be 9 & A, £ I P A ^ >y h 

15 <Do%, Slf% I P7 loK1^7Cl P7HI/X^L 

AN 1 CO H BR CO CO T & § § I P/^«> h %t iZ Id L > CO & I P /I ^ y 
h S¥ ^ i; tl 5 I P/^7 h^'tt^iT©^* I P7 h'UXOil ( £ 
nfJLANlCItSI P7HI/XOifP*5) £ tiJ "I" 3 * fit, 
±IBco^& I P/t^-; hf XttffiLfc5E^ I P7 Kl/X©^I(:^t, 

20 CO I P/^y hi* ( PI — co 31 |g 7c I P7F1/XOI P A° y h p ) ^ £ , 
I P7HU7fiD«[ti-OSJftI P7Fl/X^tL, l^TCP 

jg^ l fc0f^P#r^rt (#i*Ji3 o#i*j) f ^nfc i p;^7 h®i 

25 ^CO£#, ^O^^yht^Rfft (Fy^« 2 0 ill) IlILfcl^t: 
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d CD J; 5 ffl. 3 31 m 7U I P7HU7^N-T» £. 72 12[ 31 jf 7c I P7 
5 H l/X^L AN 1 \Z M $ & ± T <D I P A° y hf (C^L Hi # ff fc> tl S o 

2 vmc £ & 3 I PA°^7 bcDj@gc£#r7>bT3£5t;:Lfc/^\ & © «fc 
5 fcffiS hX + t/^l^t^iplcLTfcJ;^, t* & fc> % , 

£Hf 7C IP7F U*#PJ — l^itif 7C I P7 F AN 1 

10 ft SB © fc © T afe £ & I P /I y b SI (C ft L , © I P /\° y b 3¥£ ^ 

-^cDjfitti L/fc3fc5te# — b KM b> ^£S$fctf- b 

£i} b 7c I P/^-y hff*^. ft 3? - b #^ cd ft <h R ^ <D ^ 7t tf; — 
hS^§f I, lo^^IP7h'l/^^S^l:S&0, lib/: 
15 fk 3t B# RQ f*3 Bct# $ ft 7c I P A° y bcDj|im£;*J'7>bT£o f IT, 

tuiB^v u ? * 6 i ititaf-^ (-^^n^KimTc i p t 

20 Fl/XiR- <D 3H ft 7U I P7HUX$ft5 I P A° >T V h^LANll: 

cd &&&& e>0r^isi8J (^j^.^5^h) ffijt-r s«t -5 Kffiga? 

7<t"7t-JV2 07^;^i)l7 7^^**fi^.5. dcDi:^, "7 

7^t7^-ji'2(i, _t IB 3* m 7c i P7 h i/xswts i P A* y b a* 

25 LAN l'vOlA^iihtS. d ft J; 0 > bX + t 

LANi^ftasns. 
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^^t>-tt5^bHS4^^nn«> £ ±iHRff^3#r H i (5# 

PbD, 1 iiilit^T- * cDiUMTC I PTF^X^^I P/^>; 

5 F0LAN I ^•(DmXZm.kT Z> & D \Z7 r * — ^ 2 £ M fif T 3 <> 

tot, tf— h74t ><Z>i£»#jf&^TV>£l©0 , P7F 
P/^y h(t LAN 1 iClAtS^tttTf ^ b 

f§ 1 l?Kit»f-^^4A btlte^o ^-CDfg 1 

io %a^- $ commit i pt FL^^b© i p a° ^ y h©lan i^oia 
$:\z, m 2 (Dmm<DT&m ( s y n - f i ood) (D^^mm^no o 

I©ffllttt, -t y V 5 , P7FLX/5^- I p/t^r 

15 y h SI CD -5 "£> , LANlCIfS^^I P7Fl/X©§I P/^-y Mf 
Id *f L , %%. I P /I «/ F^Ct^nSSynffl I P A° -y h £ ^ CD M % 

mm m \z m ^ttttsts. ^n, itnL&^synfflip/^yhois 

#B#^|J^ ^m^Btf^ ( #1 x. fc£ 2 |£ frl > rtlC®#$nfcSynffl I P/^ 
v bifi. m £ ft I P T F 1/ 7. CD I P /I v b S¥ 1*1 \Z # ffi T £ ^ g ^ P 

20 ^ 3 o ^LT» ^Ck^&Synffll P/^7h , 
SfcKlft&fctiL-fcSyn/B I P/\°^>y F ^t^Tf tl b © S y n ffl I P A 
yhOfl»§*')>Ft5. £b>^, ^(DtS V > h L-fc^tl^tlCD S y 
n ffl I P A >y FC^LT, tl tl Id ^ jft T £ A c k ffl I P /\° v b 
(l¥b< BIS y nffl I P/ty 7 h chl^-GD^llTC I P7FFX5I I, 

25 _& ^ > B^Synffl I P A >r v F ©T C P a ^ ^4"©y- ^ > X # CD ^ 
0y-ir>7SfSft5AckfflI P/^yh) T & o T , l^IS 



WO 01/13589 PCT/JPOO/00869 

2 9 

y n m i p n*r v v (Difrmmmfr *> ±mm^mm (2&w) mizmnz 

tl fc fe CO j&* , IrI C 5e 7*5 I P7 F l/X® I hi¥ ft # ft T £ ^ S 

£rfcte> fiDls^. ±fH(D^^7>h^^ rij ^^M^^-tt^o fix, 

±IE£)# ^7 > ht^f^|r ({ajAtf 1 6i) ^±T-&£*l^te, Sy 
n-f 1 o od©$**^$nT^5utSft»ll/, -^-cD'^^^T-x 
— * £ > d ©#*3&*tfcfc] Stlfc S y n ffl I P A^r >y h (D^IStc IP7F 
1/7 (Dffi^— ^Rtf3fc$te IP7Fl/X©tf-^tS (J^T> ^tib© 

10 ^— ^ £fg 2 S&^Efcfclx — ^ <h ^ -5 ) MlS-x-r V 9 5> 6 ^ A £ „ 

u0J;o/j;II^5feI P7 h'l/X^H-T, B. ^ M^e ft I P7FU 
x^'lan l !:IT5iT© I v n>rv hfflMc^LTJE&fTfrns. 

& *3 » * H ^ AB T \t , S y n ffl I P/^-y F©itCl^^TS y 
n-f 1 ood*tt«Lfc*», ^Oi^^SHIlCkD S y n - f 1 oo 

15 d & tfcfcl "t %> «k "5 £ L T fe J; ^ . T & :b , 7t I P T F 1/ X ^ P — 
Tlo, fe£tf§ 7C I P7 K UX^L AN 1 t:ST?)§ I P A >r v FSfl: 
#t L , & I P A >T v W:tJn^Syn/Ac kffl I PKtry b & 

cDmnmmmizm'Am&T&o ^ u> ^aiLfe^sy n/Ac ki i 

20 y n / A c k ffl I Pytyy h , mVmisTtl PTFI/XOI P A y 
h»rt»CSF«ETS^S^OT^So -C0<h^> f ©iofcfSy n/Ac k 
ffl I P A^ry h^#^E-rS«-&l3tt, SfcKlft&fflUfc S y n/A c k ffl I 
P A ^ y h^t*Tftlf)©Sy n/Ac kffl I P A ^ y h © H gfc £ * 
^>hf£o t©*<X>M/cftlfn©Syn/Ackffl I 

25 P A y h \Z U T , iSy n/Ac kffl I P/^7 h©iS7tI P7 
Fl/Xt^-©^5fe I P7 F I P/^^ FS&i^5. 31 © £ # > 



WO 01/13589 PCT/JP00/00869 

3 0 

iSyn/Ac k ffl I hCMfStSA c k m I P A° tr y b (U 

b < S y n / A c kffl I h © Mil tc I PTHU^tH-O 

JSftI P7HI/^Stl/, JL o , SSyn/AckllP/^iyhOT 
CPAyy^y-y>XS^C^®Ac kf^^ft?)Ac kffl I P 
5 A° ^ y h ) T $> o T , loiSyn/Ac k ffl I P A y h <Z) ^ t# B# £'J 

*«#*E"rs»-&»Cf±, -^(D^S, ±|B(D# <^7 > h|££ rij ^oi'>J 
i± § 0 fit, iHWl:, MfSTSAckffll P/^-y hO#SSI!^ 

igj^lZte, Syn-f 1 o o dOSSA^Snt^SItSftatS. 

n-f 1 o od(OS*£ftttl/fcui:S*Tf-^t, ±ESyn/A 
c k ffl I P A y h © j£ m 7C I PTFWXOff-^R^^I P7H 
15 l/^©lf-^T<65. C(D±l-&, Sy n/Ac kffl I PA^7 h©I 
m 7C I P T H V X (7) M 5 s — 9 J8l % I P 7 H l/X©ffif-^ (i, ^ ft 
^*n> 5fe(Ci^BJ LfcMIEB 2 e^tfcfcl-x-aMclis #5 S y n ffl I P A 
^ y h^g^fel P7HU7©If-^, :i ffi tu I PTFUXOIt-^I: 

20 — -fc >^ 5 ^ b Miz£©i; -5 2 9 b tlfc 

MfE^ I/ ^ ^ 6 te, tI2 1lj(i^af-^l:tSn5Ill7El P7 
Fl/Xilp] — £> jiff tc I P7HUXltf5 I ¥ n*ry h^LAN 1 \Z 

25 U#^6fcfc. f§ 2 ItSt^lf-^ I P T H £ IrI - 

© £a ?c I P7 Hl/X&tt2> I P A y h^LAN 1 Z>(D&M 



WO 01/13589 PCT/JP00/00869 

3 1 

&frt>mi£mm m?LU2^m) m±t& <k o \z~? t< -v^ * — ji> 2 © 

±ie^if 7C I &tt§ IP/^yh. & § ^«±fS5E^c I P 

7Fl/7^tt5 I b *W > * - * y h 3^^IM$ nT < § 

5 f ©I h£IEib. LAN 1^0IA§E±T5. £ tl £ 

£ 0 , Syn-f 1 oodO$*^6LANl^ftl$n5i*l:, Z\ 

10 a^*^^]^— ^ tt££tm7E I P 7 H I/XSf I P v Y co 

gtS^fc]^-* COiijf 7c I P7FL7^b©I P/t^r^ h CO L A N 1 

15 cojtA&iaii:t-^ e fce>^7T-r-v^^-;P2^$!j^T^o ^©ziitt, 

H2aijf*^^5 :r -^(C^^^^5 ) cI P7Fl/X$ffl> I P rt*r y h 
CD ffl \Z -D T fe T & * o ft o T , Syn-f 1 o o d CD & S 
V> T ^ § EB D > CO i£ * tc ^ § it m 7C I P7FL7^b©I P A° «/ h , 
* & ^ « CO m \Z % 3 3fc ft I P 7 H 1/ 7 a. © I P A° y h U , LAN 
20 1 ClAt5c:i«T"f ^£^. f IT, 7^^611 H2Ql£*t£ 
£D x - ^ IZ & £ it m 7C I P7Fl/7§ft5 I V n>ry V CO $ |$ £ , 
If! 2 ffii^^^^n^-^ tfZ>#S.9t I P 7 H V X ^ttl. I P rt*r v V 

owvfc t co ^tnco %> , -tn-^ntc^jis-r 5±is^f3£i^pfsi (2# 

25 o * W: , f 0^2iS*1l«If-^©li7Cl P7h*l/7§ 

ft?) I PA'^7 h, H 2 co^Sft IP7F 



WO 01/1 3589 PCT/JP00/00869 

3 2 

U^^ffS I P ntry hOL AN 1 ^ <D it A <D ISlt £ Mfc"? 3 . 

i^©iol:S y n - f 1 o o dcD|(i0taiS!lI$fiofct>ij-5 
« , & K , ^ 3 0) mm. <D &m (Teardrop) ©^ail^lT^o 
:©IITft -fe > ^ 5 , & I P T H 1/ X a* |W| — T $> z> I P A° ^ 
5 y h f¥ 0) o % , LANll:I-fl.^ftI P7F1/7 0#I PA°^-y hf 
\Z.% L , MI h S¥ £ ^ * n 3 5x$S £ n & I h ( £AT , 

ft/^yHi, <7) I P 's y ^ * © ft ^ <7) 7 ^ V ifi r i j <h & o t v> § 
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^©cfc^^jffll^^ft I P7H^^*^-t. o I£?a 5fc I P 7 K V 
X^LAN 1 iC m f S £ T <Z> I P A v hSlc^LT JUS & rr tl § o 

25 —7^ -t >+f- 5 ^ fa $ © £ "5 &f*i 3 a&^^fti-x— & znfz 

mWr J U 2 & 6 fe. jtOfE S y n - f 1 o o d *D $ tl Tc « & t ± < 



WO 01/13589 PCT/JP00/00869 

3 3 

ft§ IP/^7b^LANl Kit AT5 ©Sr^&fr £0r^B#fl5 ( 2 # 
PhD lfiltT-5 £-5 \Z.mU7 7^ J T7*-)l2<D7s( )V?nfe7 t ^ 

X <h p] - CD ?S 3; IP7H 1/X^tt§ I P A^r y h At LAN 1 KjtAT 
S©*^«EA^3f3£I^H (2^18!) IfiitT § «fc -5 \Z 7 y <i ^ 7 * - )V 2 

H n J: 0 > Te a r d r o p©S*)l^LAN l^ftl^nst* 
10 (3 , Z <DJk&<Dtt& £ $ nt life I P 7 K L 7 CD* X h >^ff\Z 

ie s m \z m m r § c £ # # § 0 

±flB<D«k'5JCTe a r d r o p CD J&m <D&mm M £ ft o Tz ± >+>" 5 « , 
^4roli©$l (Land) <Dt^]j!!ll^ |f ^ . 

-fe > it 5 « , ^aftl P7F^X#^--e^§ I P/t^r 
15 y M$ © 5 "5 , LANli:it§^5tIP7Fk70SlP/^7hS 
^ b , ft I P A ^ >y h ffi (D ft % I P 7 H X £ m L ft CO Mffijc I P7 F 
I P A ^ >;/ h^tttUTSo S £ tC , f©tt[iilfcl PA'^r 
>y h £ Ir] L ft 9t I P 7 H V X CD I P A° ^ > y hfOff^b, II P A° ^ y 

h tmcmmjt i p7flx£wl, i^ii p/^^ hcDiijmMJ^ 

20 ^BffSB#W ( 09 *L fc£ 2 # Iffl) ftfcSl^Sftfc I P A^ry h^#ftt5*> 
g^^i^^o L T . © «fc 5 & I P A° vy h #ft-T § ij \z « , 

5fei:imifc i p a ^ h & ^ tb x n e> cd i p a ^- ^ b cd it i p a 

6 ) LI ± T £ LandOS**^$nTU5^t*ttai 
25 L, ^CD £ <h ^ t > H ©?fc*J&*lfc$J] $ ftfz I P A y Y (DM 



WO 01/13589 PCT/JPOO/00869 

3 4 

zlcd <ko umm-bmft; iptf &^I£?e?c I P 7 H v 

X^L AN 1 ^JST^^TCD I P A°^ry hSKc^j-bTHIM^fffetl^o 

-fe: >U- 5 ^ £ iirfi&cDJ; -5 fr8S4 ISttaf- * $ ftf~ 

5 fffifB^ 1/ 9 9 6 fct, ^4lt^t»f-^{:^^n§li7Cl P7H 

£ [p| — (7)^*1 P7Hl/7Stt5 I h^LAN 1 CIATS 

* — )V 2 <D7 J )]/&WLfe7 T ^ )V*m%&Z.Z>o Z.(D£%. 7 7 -f ~V V 
10 t-;l/2ii, ± IB $tm it I P7h'UXSMftI P7b'I/XStt5 I 
P/t^7h?5H>^-^7h375^1«$nT<§i, f C I P A° ^ -/ 
b^J^^b, LANl^©IA^iJht5o untCcfcfl, LandcDl£ 

Iji^lan i d««si$ns. 

15 ^4lIj(i^aif-^l:^lt5lfl7C I P7 KUXt|^-©Ii7C I P 
T H lx 7, R T$fa % I P7HUX*ft§ I h © # # S ± IB 

m^NFPid (6#EI) ^jgiS-r S ST©F B 1l:, btlfcH4SiS(i 

20 CD 31 Is 7C I P7 Hl/XR^^5t I P7Hl/X^tt§ I P/^7 h©L 
AN 1 ^CDjtA^ISlhf S «k -5 tC7 t -f "V^ * ~ )V 2 £ffjiJ|£PT § » fi£ o 
T> L an dtDljji^i^Tt^PgO, ^OS$l:^51fl7C I P7H 
U XRUttft 1 P7h'l/X^ftS I P A° ^ y h , LAN 1 (CjlAT 
Slitttf f l/T, T^l/^^6te, _h f E HFf ^ B# (6 5^1) 



WO 0 1 /l 3589 PCT/JP00/00869 

3 5 

I P X F V 7s ~Bl T$$i & I P7F1/Xft§ I PA^ry b CD L A N 1 ^© 

fete, ^mmmm^U, i4llj(*^af-3'tLT 1 Landed 
« £ I P A ^ y hommit I P7 h'l/X©lT-^$f^ 1/ ^ ^ 6 
5 l:4AS«fc5i:Lfc^, L a n d © l£ £ £ ^ £ I P A° ^ y b CD mis ft I 
P7F1/Xi, 3fc 3: I PTHI/XiittlSIClTfeS. lot, (D 31 M 
7C I P7h'l/X©fT-^Oftt)DII, £e 5fc I P7 Hl/XOl^f^ 1/ 

Iff izlt <D «fc "5 (C, L a n d©lj(i©t^ll^lTofct>-tt5 (i, *&\Z 
10 |5©ll0l!(S (/U7-HOIII) ^^^T^m^^fTC>o 

^OilTtt, ir > it 5 , SftI P T H lx X ifi m — T & 3 I P A 
>y hgfCD^i^, LAN 1 P7HI/X0# I P A ^ >y hff 

t3*f L, LAN 1 CD ^ X hOa-lf^f-^R^/uy - Kt-^£^ 
tf I P n>x y h^ffltHT^o -^ftbO$j£i}L7c:I PA'^r^ h©ti^. 
15 a. — If — ^7^|W| — T, AX «7 — Ft - ^^5^[:S^ 0 , -i. 

^MLfc0T^Nf^ ( fll fc£ 2 # Pfl ) P/^yMO 

IS (D i^S^fe £ ftT ^ £ ;i L , -ecD^ch^^T-x — £ <D 

20 & # & ft] £ ft I P A ^ y h CD xkiaft I P7 Fl/X0lf-^R tX^g 
9c I P 7 F UXCDm^—? (J^T> 31ft b (D?—? £H 5 

d W J: -5 ftllT)^^ IP7F — R-DWilfeVc I P7 F 1/ 

X^LAN 1 t:St^^T© I P /I y y FSfCMLT JUS fc> ft £ „ 

25 — ^> -fe >+>- 5 ^ b HtiaiCDct o 5 aisc^^^T — ^ ^nrz 



WO 01/13589 PCT/JP00/00869 

3 6 

tfafcft i p r h t^n^enm — (Drnmit i pth i/xsai^ i p 

T F 1/X^ft§ I P/t^ry h^LAN 1 £51 At § <D £5ifiE^ ffi 
P#P*1 ( #| *L fcf 1 B# Pal ) m±-TZ>&5 \zm&7 T "TV 2 <D7 >( )l 

5 M f§ 7C I P7FPXRtfI P7HUXSft5 I P A° y h # -f > ^ — 
^•;h3A^SB$nT<5t, f (0 I h^llL LAN1 

^©JIASElLTS. £ n Id «fc 0 , A°X7 - H ©If^fio fci 5 ©S 

10 ilifitaf-^ \Z&tfZ>mm 7C IP7F U^Rtf&flc I P 7 h £ 

1 1§ i h©tit:i^±ERf^^r B i (mini) ^iatsi 

T<Z)P B 1K, fti:4^btlfcl5 tt?fc*&*n5*-* <h|W|-cDil5Si£*^ 

( 1 Nffffl), 5 iS«t»f-^©li7C I P7F l/XS^ife I 

15 P7HU^*tt5 I P/^7 hOLAN 1 ^ <D M A & B. ±-f Z> £ o <<Z 
7 Y <i W * - )V 2 &fflWt Z> o fi£oT, ^ 5 <Dmm<D&.VL&tit^T V> 
S IS 0 , © lie & {3 ^ § iH if 7E I P 7 F 1/ X R #3fc ft I P7h'l/X^t 
t§ I PA^7 htt, LAN 1 l:IXt5utli-et&V>. t b T , 5 s 

20 T&mtkfti^- 7 7i znufrz) fzm&iz\z. f ©i5iij(S^af- 

^CIHtc I P7FI/XR^^I P7F1/X§ft5 I P A° ^ y h © 
LAN 1 ^©lAOllh^^it^o 

25 5 o 

^cDMiiTtt, -fe > If 5 , 5e ft I P 7 F 1/ X ^ In] — Trcfe-2> I P/1^r 



WO 01/13589 PCT/JP00/00869 

3 7 

y hm<D LAN 1 Clt^^E^ I P7HUX®§I P n*ry bffi 

ll^t, ft X \Z7 U > * ODffcS £ T * S r 1 p r j R ~D , 5*- 

^U*-f yC# 1 2 8 J?£t±TS5 I P y h fit, 
©J; 5 ^ I P A° >T v h^'M^^ofei^tlt LAN 1 <D * X b (D X )V 

cd d <h ^^t-x- ^ £ , £ $ n*: i p v v commit i 

P7 F I'XOlf-^Ry'S^ I P 7 F l^7©Ir-^ i?: (KT> - 

10 — ^ -fe >+)- 5 ^ S tfjJzli© <fc -5 6 S&^tfcfc]^ — ^ b tlTc 

ffiBB^ W ^ ^ 6 MS 6 l^ftaf-^ OiUfiTC I P7H1/XS 
tf3ft$fc I P7FI/X t^-n^tllWI — ©IfiTC IP7H I P 

7 Kl/X^f I P y V ifi L A N 1 £iIA"t*S<Z>£S*3Ea>5J9TJ£ 

b# m ( #j x. & 4 b# ^ ) isitr s «fc -5 c tfi is 7 t -r -v ^ * - ;u 2 <d 7 * ;u 

it m 7t I P7FI/XStf I P7 HUXSttS I P n*T v b ifi <i > 9 - 
h3d^H3SnT<5t, f 0 I P/^7 h^^il, LAN1 

$it§i 6 ciics*^ bLANi *«^sisns. 

itit^lf-^ K:J3 ttSSHt 7C I P7F UXRZS^9c I P T F V X & 

i p n>r y b (dwi&iz&z ±&ffiizmm (4mm) a* & sat- as 
TwFfltc, $fe{c^x ^nfcn 6 iij(i^af-^ t i^i — con 5 mikmtk 

25 (4fJ#^), il6i^»t^lf "^©UStc I P7Fl/XRr/^5feI 
P7 h'UXSttS I P K*r v h©L AN l^CDjtA£lfi±T£c};ot;: 



WO 01/13589 PCT/JP00/00869 

3 8 

~7 7 <i W * — )V 2 SftHKIt* 3o tot, B 6 ©SIKDIfeS^^^T^ 
£ PS D > -^©i^SH^^iiHf tt; I P7Hl/XR^5fcI P7 Fl/X^f 
t5I P/^^Mt LAN 1 tlAtS^tttTtfi:^. fit, 
jVy**? 6 «, ± IE ffi 5t Rf F*l (4P$|B!) ^ilt^itl:, tufSm6® 
5 Siiar-^^^^btl^^o/il^lCtt, -^©fil 5 ^II£*$i£^^- 
^ <Z) m tc I P7Hl/XS^5feI P7Fl/7^tt5 I P/\°^r<y h I 
P/^7 hOLAN 1 ^©jt Ac7)|Slt£$j?P&T£o 
R±ifti|l/fc<k5i:LT. * n ^ fig <d is x ^ A \z £ n te\ -fe > V 5 

10 l0$i^'J7J^'f ATijEflbOO, ^a^nfcSSA^LANU 

V h «7-#«3#^te, ^77*-l:i:?)IJ(«^#IbTLANl$i 

Z>^Tte, LAN l©i!tf 10 37 h^lSMT^^i^T't^o £ 7c , 
15 7 7 7*-CJ;5^1li*^ l J7J^'f AT^aTtS^t^b, l£* 

^^^a$n^^^^T«, lani t^^i ©® m &few\\zmm-rz>>& 

^ '14 ^ ^ U < £ o £ © «6 , S ^ B# , LANl©lll0@ftg$l 
a£>£ d £7^T^, -f >^-*y h 3 ±©'lf SrWffl ^^ffl-T § £ t 

20 &*5, J^±t£HJf L fc^M^TW:, LAN10ADPC77^t^^ 

-;l 3 &m ttr*5 # , ^ =? y 7j - (3 & i^^^^^d $ nr t # , 177 
MB^tTofeo ? t? y % — \z ntzt&iz. miz. 

f 0t0i^^^>7 h«7-^S#^ WP^^Ii^S^^lctT^ J: -5 
25 fcL-Tfc.fc^o 

n (D m & « , m x \t m ib tr 4 v 0 9 6 & & « -tr > +1- 5 & m m m 



WO 01/13589 PCT/JPOO/00869 

3 9 

z^X htf^ 1/ ^ ^ 6$5^lit>U-5^51fiT?). £ CD «k 5 b tz 

^yby-z^m^mfimm&jizftoz.tttz&o Lfr%\z, z.<d 
io * , m is use m m t & , iiTi/Sieciiiott?: jh # tc ^ *d -r 

3 <D £ ^ L n S O & cD^ft] S £ M?'J ft \z ft o «k -5 K f 3 

W SSmSff^SlT te, illfcD o S (Denial of Service) 
{zM'ir 2>~$L&V> o% . Syn-flood, Teardrop, Lan 
15 d^^^DT^feCD^^Lfe, fiL, d CDfiiUC , Smu r f ^ F 1 oo 



20 ku* 86 $ nfc l a n m <d * v v u - # & & ? y % — \z «t & <=> 

U<fto 5yXfAtlttfflT?*5. 



WO 01/13589 PCT/JPOO/00869 

4 0 

i ^ © 1 1 
1. IP (Internet Protocol) \Z S "5 < M. & fr "5 ^ y h «7 — ^ <D A 
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